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Research activities of the group



Acquired knowledge

¤ Network management
design, configuration and maintenance

¤ Attacks development
protocol analysis, threats modeling, designing, and 
implementation

¤ Network traffic and data analysis
statistics, machine learning, neural networks, 
spectral/Fourier analysis
¤ Attacks recognition

features extrapolation, situations characterization, on-line 
classification



Attacks study and development
¤ Denial of Service

with particular focus on emerging slow DoS and 
Amplification/Reflection DoS attacks and DDoS

¤ Data exfiltration
i.e. tunneling techniques, TOR and anonymizing 
networks, malware implementation

¤ Mobile security
BYOD, security assessment, botnets, apps 
development

¤ IoT security
security of IoT networks and sensors

¤ Just discovered threats
tempestive study of recent large impact threats 
(i.e. Heartbleed, Shellshock, LogJam, etc.)



Some examples
SlowDroid

http://security.ge.cnr.it/projects/slowdroid/



Network traffic and data analysis

TRAFFIC DUMP FEATURES SELECTION
AND EXTRAPOLATION

DETECTION
ALGORITHM

DETECTION
RESULT



An Example: Anomaly based IDS 
algorithms

Aiello, Maurizio, et al. "A similarity based approach for application DoS attacks detection." Computers and 
Communications (ISCC), 2013 IEEE Symposium on. IEEE, 2013.



An Example: Tunneling Detection

Aiello, Maurizio, et al. "Profiling DNS tunneling attacks with PCA and mutual information." 
Logic Journal of IGPL (2016): jzw056.



Current research

¤ IoT Security
¤ Protection algorithms and methodologies 

for IoT networks
¤ Activity supported by the ANASTACIA 

H2020-DS-01-2016 project

¤ Blockchain Security
¤ Vulnerability assessment and penetration 

testing against blockchain networks
¤ Activity supported by the MHMD H2020-ICT-

18-2016 + FINSEC H2020-CIP-01-2017 projects



Advanced Networked Agents for Security and Trust Assessment in CPS/IoT 
Architectures

ANASTACIA has received funding 
from the European Union’s Horizon 2020 

Research and Innovation Programme
under Grant Agreement N° 731558

and from the Swiss State Secretariat for 
Education, Research and Innovation.
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Advanced Networked Agents for Security and Trust Assessment in CPS/IoT Architectures

TYPE: Research & Innovation Action
CALL: H2020-DS-LEIT-2016
TOPIC: DS-01-2016   Assurance and Certification for Trustworthy 

and Secure ICT systems, services and components
DURATION: 36 MONTHS (Jan 2017 à Dec 2019)
COSTS: € 5,420,208.75
FUNDING:€ 3,999,208.75
G.A.: 731558

ANASTACIA has received funding 
from the European Union’s Horizon 2020 

Research and Innovation Programme
under Grant Agreement N° 731558

and from the Swiss State Secretariat for 
Education, Research and Innovation.



Rationale
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• ANASTACIA will deliver paradigms and methods 
that 
– build security into the system at the outset; 
– adapt to changing conditions;
– reduce the need of finding flaws and repairing them    when 

the system is already deployed; 
– provide the assurance that ICT systems are secure and 

trustworthy at all times.



The ANASTACIA framework provides
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Self-protection capabilities

Self-healing capabilities

Self-repair capabilities

1

2

3



Holistic Dynamic Security and 
Privacy Seal (DSPS)

Security development paradigm 

Summarizing…

ANASTACIA G.A. 731558 - www.anastacia-h2020.eu 23

Self-protection 
capabilities

Self-healing 
capabilities

Self-repair 
capabilities

FRAMEWORK

DEVICE

SECURITY
BEST

PRACTICES

SECURITY
& PRIVACY

STANDARDS

VALUE	CHAIN

Distributed trust and security 
components and enablers 



WP structure
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UseCase_MEC.3
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ANASTACIA	NETWORK

PING/ICMP
FLOOD

• DoS and DDoS attack against smart cameras and IoT
devices



UseCase_BMS.4
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ANASTACIA	NETWORK

TRIGGER

• Manipulation of critical IoT temperature sensor to 
trigger a fire and evacuation alarm



UseCase_BMS.2
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ANASTACIA	NETWORK

ATTACK

BUILDING	
OPERATION	

WORKSTATION

TARGETED	
APPLICATIONINSIDER

FIRE	ALARM	
PANEL

• Insider attack to a fire suppression system



ANASTACIA framework architecture
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Innovation Advisory Board (IAB)
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To support the 
Consortium in the 
identification and 
implementation of the 
strategy to maximize 
the impact of results, 
overviewing and 
aligning the released 
outcomes with the 
industry’s and 
standardization 
bodies’ requirements



IAB members
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Contacts
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• Project Coordinator
Stefano BIANCHI (Softeco Sismat)
stefano.bianchi@softeco.it

• Scientific and Technical Project Manager
Antonio SKARMETA (Universidad de Murcia)
skarmeta@umu.es
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ANASTACIA has received funding 
from the European Union’s Horizon 2020 
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under Grant Agreement N° 731558

and from the Swiss State Secretariat for 
Education, Research and Innovation.



Summarizing CNR-IEIIT activities

¤ Research entity operating in the ICT field

¤ Focus on the implementation of both innovative cyber-
threats and protection systems, on different contexts

¤ Involved in several research projects

¤ Available for further collaborations



Thanks

security@ieiit.cnr.it
http://www.netsec.ieiit.cnr.it


